A SYSTEM AND A METHOD FOR PREVENTING TAMPERING WITH A 
RECORDED ACCUMULATED RUNNING DISTANCE OF A VEHICLE 



CROSS-REFERENCE TO RELATED APPLICATIONS 

[001] This application claims priority of Korean Application No. 10-2003-005 

9547, filed on August 27, 2003, the disclosure of which is incorporated fully herein by 
reference. 

FIELD OF THE INVENTION 

[002] The present invention relates to a system and a method for preventing 

tampering with a recorded accumulated running distance of a vehicle. 
BACKGROUND OF THE INVENTION 

[003] The accumulated running distance of a vehicle is an important part of 

data for evaluating a vehicle state. Most vehicles have a device for measuring the 
accumulated running distance. The accumulated running distance is displayed so that it 
can be seen. 

[004] In particular, the accumulated running distance is an important factor 

when dealing with used cars. In the past, a mechanical meter was widely used to 
measure the accumulated running distance. However, the mechanical meter can be 
easily tampered with, so recently an electronic meter has become fashionable. 
[005] However, the electronic meter is also easily tampered with just by 

changing an EEPROM storing the accumulated running distance data. Thus, by 
exchanging a cluster including the electronic meter, the recorded accumulated running 
distance data can be easily tampered with. 

[006] The information disclosed in this Background of the Invention section is 

only for enhancement of understanding of the background of the invention and should 
not be taken as an acknowledgement or any form of suggestion that this information 
forms the prior art that is already known to a person skilled in the art. 
SUMMARY OF THE INVENTION 

[007] An embodiment of the present invention provides a system and a method 

for preventing tampering with a recorded accumulated running distance in which 
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tampering with the recorded accumulated running distance data can be easily found so 
that credibility of the accumulated running distance data can be improved. 
[008] In a preferred embodiment of the present invention, the system for 

preventing tampering with recorded accumulated running distance data comprises a first 
memory, a tampering prevention control unit, and a third memory. The first memory 
unit is provided in a cluster, such as is typically found in an automobile dashboard, and 
is configured to store accumulated running distance data. The tampering prevention 
control unit has a second memory unit that is configured to have vehicle serial number 
data input thereto and to store the vehicle serial number data in the second memory unit 
and the first memory unit, and it is configured to receive the accumulated running 
distance data and to store the received accumulated running distance data in the second 
memory unit. The third memory unit is provided in an engine control unit and receives 
the vehicle serial number data and the accumulated running distance data from the 
tampering prevention control unit, and stores the received vehicle serial number data 
and the accumulated running distance data. 

[009] The tampering prevention control unit is configured to output an error 

message if the vehicle serial number data stored in the second memory unit is not equal 
to the vehicle serial number data stored in the first memory unit and the third memory 
unit. The tampering prevention control unit is further configured to determine whether 
the accumulated running distance data stored in the second memory unit is equal to the 
accumulated running distance data stored in the first memory unit, and if not, the 
tampering prevention control unit stores the accumulated running distance data stored in 
the second memory unit to the first memory unit. 

[0010] It is preferable that the tampering prevention control unit further 

comprises a coding module coding the input vehicle serial number data, and the coded 
vehicle serial number data is stored respectively in the second memory unit, the first 
memory unit, and the third memory unit. 

[0011] It is also preferable that each of the first memory unit, the second 

memory unit, and the third memory unit is a memory device in which data can be stored 
and from which data can be deleted. 

[0012] Preferably, the tampering prevention control unit further comprises an 

input interface through which the vehicle serial number data is input. 
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[0013] In a preferred embodiment of the present invention, the method for 

preventing tampering with recorded accumulated running distance data comprises: 
storing input vehicle serial number data in a tampering prevention control unit, a cluster, 
and an engine control unit, and setting accumulated running distance data; outputting an 
error message if the vehicle serial number data stored in the tampering prevention 
control unit is not equal to the vehicle serial number data stored in the cluster and the 
vehicle serial number data stored in the engine control unit, in an ignition-on state; and 
displaying an accumulated running distance stored in the cluster if the accumulated 
running distance data stored in the cluster is equal to accumulated running distance data 
stored in the tampering prevention control unit, and storing the accumulated running 
distance data stored in the tampering prevention control unit to the cluster and 
displaying the accumulated running distance data stored in the tampering prevention 
control unit if the accumulated running distance data stored in the cluster is not equal to 
the accumulated running distance data stored in the tampering prevention control unit. 
[0014] It is preferable that the input vehicle serial number data is coded, and that 

the coded vehicle serial number data is stored in the tampering prevention control unit, 
the cluster, and the engine control unit 

[0015] Preferably, the method further comprises storing the accumulated 

running distance data stored in the cluster in the tampering prevention control unit and 
the engine control unit upon turning the ignition off. 
BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The accompanying drawings, which are incorporated in and constitute a 

part of the specification, illustrate an embodiment of the invention, and, together with 
the description, serve to explain the principles of the invention, where: 
[0017] FIG. 1 is a schematic block diagram of a system for preventing 

tampering with recorded accumulated running distance data according to an 
embodiment of the present invention; 

[0018] FIG. 2 is a flowchart showing inputting vehicle serial number data in a 

method for preventing tampering with recorded accumulated running distance data 
according to an embodiment of the present invention; 
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[0019] FIG. 3 is a flowchart showing data processing in an ignition-on state of a 

method for preventing tampering with recorded accumulated running distance data ' 
according to an embodiment of the present invention; and 

[0020] FIG. 4 is a flowchart showing data updating of the data in a method for 

preventing tampering with recorded accumulated running distance data according to an 
embodiment of the present invention. 

DETAILE D DESCRIPTION OF THE PREFERRED EMBODIMENTS 

[0021] Hereinafter, a preferred embodiment of the present invention will be 

described in detail with reference to the accompanying drawings. 

[0022] The present invention relates to a system and a method for preventing 

tampering with recorded accumulated running distance data for a vehicle. 

[0023] As shown in FIG. 1, a system for preventing tampering with a recorded 

accumulated running distance according to an embodiment of the present invention 

includes a cluster 10 and a tampering prevention control unit 20. 

[0024] The cluster 10 has a first memory unit 12, and the tampering prevention 

control unit 20 has a second memory unit 22. 

[0025] Furthermore, the system for preventing tampering with a recorded 

accumulated running distance according to the embodiment of the present invention 
additionally includes a third memory 32. 

[0026] Each of the first, second, and third memory units 12, 22, and 32 is 

configured to store a vehicle serial number and accumulated running distance data. 
[0027] As is well known, the cluster 10 has a display 14 displaying various 

information such as a vehicle speed, an amount of remaining fuel, and accumulated 
running distance data. In the embodiment shown in FIG. 1, the cluster is controlled by a 
micro-controller 16. 

[0028] The first memory unit 12 is controlled by the micro-controller 16. Each 

of the first memory unit 12, the second memory unit 22, and the third memory unit 32 
can be an arbitrary read/write memory device. That is, the first memory unit 12 is a 
memory device in which data can be stored and from which data can be deleted. As 
stated hereinabove, the vehicle serial number data and the accumulated running distance 
data are stored in the first memory unit 12. 



[0029] The accumulated running distance data is updated after running. In the 

prior art, this data is stored in an EEPROM of the cluster 10. 

[0030] In one embodiment of the present invention, the first memory unit 12 can 

be an EEPROM equipped in the cluster 10, or it can be a separate memory. 
[0031] It is preferable that the third memory unit 32 is disposed in the engine 

control unit 30. The third memory unit 32 can be a memory of the engine control unit 30, 
or can be a separate memory. 

[0032] The tampering prevention control unit 20 comprises serial 

communication circuits 24a and 24b for data communication with the first memory unit 
12 and the third memory unit 32, respectively. In addition, the tampering prevention 
control unit 20 further comprises an input interface 40 through which data (vehicle 
serial number data) is input from an external device via serial communication circuit 
24a. 

[0033] Although not explicitly shown in FIG. 1 , the tampering prevention 

control unit 20 may comprise a processor and associated hardware as may be selected 
and programmed by a person of ordinary skill in the art based on the teachings of the 
present invention. 

[0034] The vehicle serial number data can be input through the input interface 

40 using a Hi-Scan terminal or a computer that can be connected to the input interface 
40. For this, the input interface 40 can be formed using an OBD connector or an RS- 
232C-type port. 

[0035] In a preferred embodiment of the present invention, the vehicle serial 

number is coded in order to prevent reprogramming. Such coding may use any 
encryption method known to one of ordinary skill in the art. Therefore, the tampering 
prevention control unit 20 preferably has a coding module 26 for coding the vehicle 
serial number. 

[0036] The coded vehicle serial number is stored in the second memory unit 22. 

At about the same time, preferably simultaneously, the coded vehicle serial number data 
is also transmitted to the first memory unit 12 and to the third memory unit 32 through 
serial communication circuits 24a, 24b, and 34, and is then stored in the first memory 
unit 12 and the third memory unit 32. 
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[0037] When a vehicle ignition is turned on, the tampering prevention control 

unit 20 reads the vehicle serial number data from the first memory unit 12 and the third 
memory unit 32, and then compares the read data with the vehicle serial number data 
stored in the second memory unit 22. 

[0038] In order to improve security, it is preferable that the tampering 

prevention control unit 20 is mounted to the vehicle in an inseparable manner. 
[0039] A method for preventing tampering with recorded accumulated running 

distance data according to an embodiment of the present invention using the above- 
stated system will now be explained with reference to FIGs. 2 to 4. 
[0040] As shown in FIG. 2, in step S201, the vehicle serial number data is input 

to the tampering prevention control unit 20. Such input of the vehicle serial number data 
is performed when the vehicle is taken out of a warehouse or when the cluster or the 
engine control unit is exchanged. 

[0041] The tampering prevention control unit 20, in step S203, codes the input 

vehicle serial number data using the coding module 26, thereby generating the coded 
vehicle serial number data. 

[0042] Then, in step S205, the tampering prevention control unit 20 transmits 

the coded vehicle serial number data to the cluster 10 and the engine control unit 30. 
[0043] The cluster 10 and the engine control unit 30, in step S207, store the 

transmitted vehicle serial number data in respectively the first memory unit 12 and in 
the third memory unit 32. 

[0044] Then, in step S209, the tampering prevention control unit 20 determines 

whether accumulated running distance data stored in the second memory unit 22 is 
equal to "0". 

[0045] If it is determined that the accumulated running distance data stored in 

the second memory unit 22 is equal to "0", the tampering prevention control unit 20 
outputs signals for setting the accumulated running distance data of the first memory 
unit 12 and the third memory unit 32 as "0", in step S21 1 . 

[0046] On the other hand, if it is determined that the accumulated running 

distance data stored in the second memory unit 22 is not equal to "0", the tampering 
prevention control unit 20 transmits the accumulated running distance data stored in the 
second memory unit 22 to the cluster 10 and the engine control unit 30, in step S213. 
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[0047] In step S215, the transmitted accumulated running distance data is stored 

respectively in the first memory unit 12 and the third memory unit 32. 
[0048] Referring to FIG. 3, when the ignition is turned on, in step S301, the 

tampering prevention control unit 20 reads the coded vehicle serial number data from 
the first memory unit 12 and the third memory unit 32. 

[0049] Then, in step S305, the tampering prevention control unit 20 determines 

whether the coded vehicle serial number data read from the first memory unit 12 and the 
third memory unit 32 are equal to the coded vehicle serial number data stored in the 
second memory unit 22. 

[0050] If it is determined that the coded vehicle serial number data stored in the 

second memory unit 22 is not equal to both the data read from the first memory unit 12 
and the data read from the third memory unit 32 in step S3 05, the tampering prevention 
control unit 20 generates a signal to cause the cluster 10 to display an error message in 
step S307. At this time, the accumulated running distance is not displayed. 
[0051] In this case, in step S309, re-registering of the vehicle serial number in 

the cluster 10 and the engine control unit 30 is requested. 

[0052] On the other hand, if it is determined that the coded vehicle serial 

number data stored in the second memory unit 22 is equal to both the data read from the 
first memory unit 12 and the data read from the third memory unit 32 in step S305, the 
tampering prevention control unit 20 reads the accumulated running distance data from 
the first memory unit 12 of the cluster 10, in step S3 1 1. 

[0053] Then, in step S3 13, the tampering prevention control unit 20 determines 

whether the accumulated running distance data stored in the second memory unit 22 is 
equal to the accumulated running distance data read from the first memory unit 12 of 
the cluster 10. 

[0054] If it is determined that the data are equal in step S3 13, the tampering 

prevention control unit 20 generates a signal to control the cluster 10 to display the 
accumulated running distance data, in step S3 15. 

[0055] However, if it is determined that the data are not equal in step S3 13, the 

tampering prevention control unit 20 transmits the accumulated running distance data 
stored in the second memory unit 22 to the cluster 10 and simultaneously outputs a 
signal to control the cluster 10 to store the transmitted accumulated running distance 



data in the first memory unit 12 and to display the transmitted accumulated running 
distance data, in step S3 17. 

[0056] As stated in the above, the accumulated running distance data is updated 

and the cluster 10 displays the updated accumulated running distance data. 
[0057] Therefore, even when the recorded accumulated running distance of the 

cluster 10 is tampered with or the cluster 10 is exchanged, accurate accumulated 
running distance data can be displayed. 

[0058] Furthermore, as shown in FIG. 4, an embodiment of the method of the 

present invention includes a process for processing the accumulated running distance 
data when the ignition is turned off. 

[0059] When the ignition is turned off, the tampering prevention control unit 20 

reads the accumulated running distance data stored in the first memory unit 12 of the 
cluster 10, in step S401 . At this time, the accumulated running distance data is updated 
to a point in time immediately before turning the ignition off. 

[0060] Then, in step S403, the tampering prevention control unit 20 stores the 

read accumulated running distance data in the second memory unit 22. 
[0061] Simultaneously, or very shortly thereafter, in step S405, the tampering 

prevention control unit 20 transmits the read accumulated running distance data to the 
third memory unit 32 of the engine control unit 30, and the tampering prevention 
control unit 20 generates a signal to control the engine control unit 30 to store the 
transmitted accumulated running distance data in the third memory unit 32, in step S407. 
[0062] Although preferred embodiments of the present invention have been 

described in detail hereinabove, it should be clearly understood that many variations 
and/or modifications of the basic inventive concepts herein taught which may appear to 
those skilled in the present art will still fall within the spirit and scope of the present 
invention, as defined in the appended claims. 

[0063] According to the embodiments of the present invention, tampering with 

recorded accumulated running distance data can be easily found, so that credibility of 
the accumulated running distance data can be improved. 
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